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[bookmark: _Toc233124703]How to Use This Template
This is a template. Replace every bracketed field shown in blue (for example, [Company Legal Name]) with information specific to your organization, then change the blue text to standard black. Review each section and delete anything that does not apply to your business—adopting a rule you do not actually follow creates avoidable liability.
1. Complete the Approved AI Tools register and the data-handling rules before distributing the policy; those two sections are what employees will reference most.
1. Designate who approves new AI tools and who receives violation and error reports.
1. Have legal counsel review the final version for compliance with the laws and contractual obligations that apply to you (e.g., GDPR, CCPA/CPRA, HIPAA, PCI DSS, CMMC, or client data agreements).
1. Delete this section once the policy is finalized and adopted.
How to use this section: These guidelines limit but do not eliminate the risks of AI use. Pair this policy with technical, administrative, and physical safeguards as part of a defense-in-depth program.
[bookmark: _Toc233124704]1. Policy Overview
This policy defines how employees, contractors, and other authorized users of [Company Legal Name] (the “Company”) may use artificial intelligence (AI) tools and systems. Its goal is to let the Company benefit from AI while protecting confidential information, meeting legal and contractual obligations, and upholding ethical standards.
AI capabilities change quickly. The Company will review and update this policy periodically, and users are expected to follow the current version.
[bookmark: _Toc233124705]2. Scope and Purpose
This policy applies to all employees, contractors, temporary staff, and any other individuals authorized to use AI tools on behalf of, or with the resources of, the Company. It covers Company-provided AI tools, AI features built into other software, and any personal AI tools used for Company work.
The purpose of this policy is to:
1. Establish clear guidelines for acceptable, ethical, and secure use of AI.
1. Ensure compliance with applicable laws, regulations, standards, and contractual commitments.
1. Mitigate risk related to data exposure, bias, intellectual-property issues, and reputational harm.
1. Promote responsible innovation so AI improves productivity while keeping humans accountable for outcomes.
1. Protect Company and client assets, including confidential data and intellectual property.
[bookmark: _Toc233124706]3. Approved AI Tools and Shadow AI
Employees must use AI tools that the Company has reviewed and approved. The approved tools, their permitted uses, and the highest data sensitivity allowed in each are listed below.
	Tool / Platform
	Approved Use Case(s)
	Data Sensitivity Allowed
	Owner / Notes

	[Tool name]
	[e.g., drafting, research]
	[Public / Internal]
	[Approver]

	[Tool name]
	[e.g., drafting, research]
	[Public / Internal]
	[Approver]

	[Tool name]
	[e.g., drafting, research]
	[Public / Internal]
	[Approver]

	[Tool name]
	[e.g., drafting, research]
	[Public / Internal]
	[Approver]



1. Requesting new tools: Before adopting any new AI tool, account, browser extension, or AI feature, submit a request to [Approver role / email] for review. Do not enter Company or client data into a tool until it is approved.
1. Shadow AI is prohibited: Using unapproved AI tools or personal AI accounts for Company work—often called “shadow AI”—is not allowed, because those tools have not been vetted for security, data handling, or contractual fit.
1. Personal accounts: Do not use personal or free-tier AI accounts for Company work unless that specific tool and tier appears in the approved register above.
[bookmark: _Toc233124707]4. Data Privacy, Confidentiality, and Classification
Whether data may be entered into an AI tool depends on how sensitive it is. Use the classification below to decide. When in doubt, treat data as more sensitive, not less.
	Classification
	Examples
	AI Use Rule

	Public
	Marketing copy, published content, public web data
	Permitted in approved tools

	Internal
	Non-sensitive internal docs, draft communications
	Approved tools only; no public/free accounts

	Confidential
	Trade secrets, financials, contracts, internal strategy
	Only in vetted tools with a signed data agreement

	Restricted / Regulated
	PII, PHI, cardholder data, CUI, client customer data
	Prohibited unless explicitly authorized in writing



1. Never paste secrets: Passwords, API keys, access tokens, and similar credentials must never be entered into any AI tool.
1. Client and third-party data: Data belonging to clients or their customers is treated as Restricted unless a written agreement and an approved tool specifically allow its use. Honor every confidentiality and data-handling commitment the Company has made to its clients.
1. Public models: Do not enter Confidential or Restricted data into public or consumer AI services, which may retain or learn from inputs.
1. Regulated data: Handling of PII, PHI, cardholder data, or controlled unclassified information through AI requires explicit written authorization and a tool that meets the relevant regulatory requirements.
1. Applicable frameworks: Where the organization or its clients are subject to specific regimes — for example HIPAA, PCI DSS, GLBA, CMMC/CUI, GDPR, or CCPA/CPRA — AI use involving covered data must comply with those requirements. List the frameworks that apply to your organization here: 
1. [Insert applicable frameworks]
[bookmark: _Toc233124708]5. AI Agents, Connectors, and Autonomous Actions
Some AI tools go beyond generating text: they can take actions on their own—sending email, editing files, running code, making purchases, or chaining several steps toward a goal. These are often called AI agents, and they may connect to other systems through connectors or the Model Context Protocol (MCP). Because an agent can act, the stakes of a mistake or a compromise are higher. The following rules apply in addition to the rest of this policy.
[bookmark: _Toc233124709]5.1 Authorization and Scope
1. Approval required: AI agents and autonomous workflows must be approved by [Approver role] before use. The approval must record what systems the agent may reach and what actions it may take.
1. Least privilege: Grant an agent only the access and permissions it needs for its task, and no more. Reuse of broad administrator credentials for agents is prohibited.
1. No unattended high-impact actions: Actions that move money, delete data, change security settings, send external communications, or affect production systems require human review and approval before they execute.
[bookmark: _Toc233124710]5.2 Connectors and Integrations
1. Approved connectors only: Connect AI tools to Company or client systems (email, files, calendars, CRMs, code, ticketing, etc.) only through connectors approved by [Approver role].
1. Credential hygiene: Authenticate connectors with the individual user’s own approved credentials or a purpose-built service account—never shared logins. Revoke connector access promptly when it is no longer needed or when someone leaves.
1. Data flow awareness: Understand where a connector sends data before enabling it. A connector that exports Confidential or Restricted data to an unapproved destination is prohibited.
[bookmark: _Toc233124711]5.3 Oversight and Safety
1. Keep a human in the loop: A responsible person must monitor what agents do and remain accountable for the results. Agents are assistive, not a substitute for human judgment.
1. Logging: Agent activity should be logged where feasible so actions can be reviewed and audited.
1. Prompt injection and untrusted content: Be cautious when an agent processes external content (web pages, emails, documents), which may contain hidden instructions designed to hijack it. Report suspected prompt-injection or unexpected agent behavior immediately.
1. Fail safe: If an agent behaves unexpectedly or exceeds its intended scope, stop it, revoke its access, and report the incident through the channels in Section 12.
[bookmark: _Toc233124712]6. AI Notetakers and Meeting Assistants
1. Consent: Obtain explicit consent from all participants before an AI notetaker records or transcribes a meeting, and document that consent at the start of the meeting.
1. Confidentiality: Do not let notetakers capture Confidential or Restricted information unless the tool is approved for it and a data agreement is in place with the vendor.
1. Accuracy: Review AI-generated transcripts and summaries; the employee remains responsible for the accuracy of meeting records.
1. Purpose limitation: Use notetakers only for legitimate purposes such as minutes and action items—never for covert monitoring or surveillance.
1. Approved tools: Prefer Company-approved notetakers. Personal tools used for Company meetings must meet the standards in this policy.
[bookmark: _Toc233124713]7. AI in Browsers and Everyday Software
Many browsers and applications now include built-in AI features for summaries, drafting, and search. The same data rules apply to these features as to any other AI tool.
1. Know what is on: Understand which AI features are active in the software you use and what data they can access.
1. Mind the inputs: Do not feed Confidential or Restricted data into embedded AI unless that feature is approved for it.
1. Verify outputs: Review AI-generated summaries and suggestions for accuracy before relying on or sharing them.
1. Configure settings: Set privacy and data-sharing options conservatively, and prefer Company-approved applications when an AI feature is involved.
[bookmark: _Toc233124714]8. Voice, Video, and Synthetic Media
1. Consent and privacy: Get explicit consent before recording or transmitting voice or video, especially involving people outside the Company.
1. No deceptive synthetic media: Do not use AI voice or video tools to create misleading or false depictions of people or events. Deepfakes intended to deceive or harm are strictly prohibited.
1. Disclosure: Clearly label AI-generated or AI-altered audio and video when it could otherwise be mistaken for authentic.
1. Security: Store voice and video recordings securely, retain them only as needed, and limit access to authorized personnel.
[bookmark: _Toc233124715]9. Responsible Use, Accuracy, and Intellectual Property
[bookmark: _Toc233124716]9.1 Verify Before You Trust
1. Check the output: Verify AI-generated information before using it for decisions, client work, or public communications. Do not blindly trust AI.
1. Correct and report: Fix hallucinations and significant errors before sharing, and report notable failures, bias, or ethical concerns through the channels in Section 12 so tools and guidelines can improve.
1. Stay accountable: The employee, not the tool, is responsible for the final result.
[bookmark: _Toc233124717]9.2 Fairness and Conduct
1. No discriminatory or harmful use: Do not use AI to harass, discriminate, deceive, or engage in any illegal or unethical activity.
1. Brand and tone: Ensure AI-assisted content matches the Company’s voice and values and is fact-checked and edited before publication.
[bookmark: _Toc233124718]9.3 Intellectual Property
1. Respect rights: Do not use AI to infringe copyrights, trademarks, or other IP, and do not input proprietary or licensed materials into tools that are not authorized to receive them.
1. Ownership and licensing: Confirm the Company has the right to use AI-generated content before distributing it, and understand the licensing terms of the tools in use.
1. Company ownership of output: Work product created by employees or contractors using Company equipment, accounts, licenses, or data — including content produced with the assistance of AI tools — is the property of the Company, subject to applicable law and any governing agreement. Be aware that purely AI-generated material may have limited or no copyright protection; consult Company guidance where ownership of a deliverable matters.
1. Protect Company IP: Do not expose proprietary algorithms, code, or data to AI tools in ways that could leak or reproduce them.
[bookmark: _Toc233124719]10. Third-Party and Vendor AI Use
Outside parties — vendors, contractors, agencies, and professional service providers — may use AI tools when producing work for the Company. Because their AI use can affect the Company’s data, IP, and confidentiality obligations, the following applies whenever a third party performs work on the Company’s behalf.
1. Disclosure: Third parties must disclose, on request, whether and how they use AI to produce deliverables for the Company, including which tools and what data those tools may process.
1. Handling commitment: Before using AI on Company or Company-client data to fulfill a request, a third party must be able to provide its AI data-handling and confidentiality practices, and those must be consistent with the Company’s requirements and any contract or NDA in place.
1. Same data rules apply: Third parties are held to the same data-classification and confidentiality standards as employees. Confidential or Restricted Company or client data must not be entered into a third party’s AI tools without authorization and an appropriate agreement.
1. Right to restrict: The Company may prohibit or condition a third party’s use of AI on a given engagement, and may require human review of AI-assisted deliverables before acceptance.
1. Accountability: The third party remains responsible for the accuracy, originality, and compliance of any deliverable, regardless of AI involvement.
[bookmark: _Toc233124720]11. Prohibited Activities
The following are prohibited when using AI tools and systems:
1. Using AI for illegal, fraudulent, malicious, or unethical activity.
1. Entering Restricted or regulated data into tools not approved for it.
1. Using unapproved tools or personal accounts for Company work (shadow AI).
1. Bypassing security controls, jailbreaking models, or exploiting AI vulnerabilities instead of reporting them.
1. Connecting AI tools to Company or client systems through unapproved connectors.
1. Letting agents take high-impact actions without the required human approval.
1. Creating deceptive deepfakes or other misleading synthetic media.
1. Reverse-engineering or extracting proprietary data or models from AI tools.
[bookmark: _Toc233124721]12. Reporting Errors, Incidents, and Violations
1. Where to report: Report AI errors, hallucinations, security concerns, suspected prompt injection, agent misbehavior, and policy violations to [Insert reporting contact / channel].
1. What to include: Provide the tool used, the input, the problematic output or action, and the context. Screenshots and logs help.
1. Good-faith protection: The Company protects employees who report concerns in good faith from retaliation.
1. Urgent incidents: Suspected data exposure or a security incident must be reported immediately through [Insert incident-response contact].
[bookmark: _Toc233124722]13. Consequences of Violations
Failure to comply with this policy may result in disciplinary action up to and including termination. Serious violations or illegal activity may also lead to legal action.
[bookmark: _Toc233124723]14. Exceptions
Any exception to this policy must be requested and approved in writing before the activity begins. Exceptions are granted narrowly and are not precedent for future use.
1. Who may approve: Exceptions may be granted only by [Insert approving role — e.g., CISO, CTO, or designated security lead].
1. Documentation required: A request must state the tool or activity, the business justification, the data involved and its classification, the compensating controls, and the requested duration.
1. Duration: Exceptions are time-limited — not to exceed [e.g., 90 days / one year] — and expire automatically unless renewed through the same process.
1. Where recorded: Approved exceptions are logged in [Insert location — e.g., the exception register / GRC system] and reviewed at least [quarterly / annually].
	Exception / Tool
	Justification
	Approved By
	Expires
	Recorded In

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]


[bookmark: _Toc233124724]15. Policy Review and Updates
This policy will be reviewed at least [annually / quarterly] and whenever significant changes in technology, regulation, or business needs occur. Employees will be notified of material changes and are expected to read and comply with the current version.
[bookmark: _Toc233124725]16. Employee Acknowledgment
By signing below, I acknowledge that I have read, understood, and agree to comply with this AI Acceptable Use Policy.
Employee name: ____________________________	Date: ____________
Signature: ________________________________	Title: ____________
[bookmark: _Toc233124726]17. Definitions and Terms
Agentic AI / AI Agent: An AI system that can take actions on its own toward a goal—calling tools, browsing, sending messages, or chaining steps—rather than only returning text in response to a prompt.
Artificial Intelligence (AI): Software that performs tasks normally associated with human intelligence, such as generating text, recognizing patterns, making predictions, or taking actions, often using machine-learning models.
Connector / Integration: A link that lets an AI tool reach another system or data source (for example, email, calendar, file storage, or a CRM), including those built on the Model Context Protocol (MCP).
Generative AI: AI that produces new content—text, images, audio, video, or code—based on a prompt and its training.
Hallucination: AI output that is factually incorrect, fabricated, or nonsensical but presented as if it were true.
Human-in-the-Loop: A control in which a person reviews and approves AI output or actions before they take effect.
Large Language Model (LLM): A type of AI model trained on large volumes of text to understand and generate human-like language.
Model Context Protocol (MCP): An open standard that lets AI assistants connect to external tools and data sources through a defined interface.
Personally Identifiable Information (PII): Information that can identify an individual, such as name, address, government ID number, or email address.
Prompt Injection: An attack in which hidden or malicious instructions in content cause an AI tool to behave in unintended ways.
Sensitive Information: Confidential or regulated data—including PII, health, financial, or contractual data—that requires special protection.
Shadow AI: Use of AI tools or accounts that the organization has not reviewed or approved.
[bookmark: _Toc233124727]18. Revision History
	Version
	Date
	Summary of Changes
	Owner

	1.0
	[Date]
	Initial adoption
	[Name / Role]

	2.0
	[Date]
	Added Third-Party/Vendor AI Use section, company ownership-of-output clause, expanded Exceptions process, and applicable-frameworks reference
	[Name / Role]
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